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New Frontiers in Security Sector
Reform: Countering TechnologyDriven Threats
Cyberspace – in an economic, political, and social sense – is a central
part of many people’s contemporary existence. Over US$200 billion
worth of products are bought online annually,1 while businesses often
have a substantial online presence. Governments recognize that cyberspace allow them to more efficiently deliver public services, resulting
in more government documents being requested or renewed online
and greater departmental accessibility.2 Finally the rise of social media, most notably Facebook and Twitter, has connected tens of millions
of people and created new avenues of communication and forms of
interaction.3
While the promise of cyberspace is great, its potential can be undermined by criminal organizations seeking to find and exploit software
and hardware loopholes for illicit gains. Cybercrime encompasses a
broad spectrum of activities from intellectual property and identity
theft to industrial espionage and attacks on server infrastructure.4
The economic cost of cybercrime is huge, estimated at US$113 billion
last year – a number that encompasses fraud, theft or loss, repairs,
and other costs (see Figure 1). However the impact of cybercrime is
not simply financial; it can cause service and employment disruptions,
damage to corporate brands and reputation, inconvenience to consumers, potential delays in fulfilling business obligations, and consequent
loss of trade and competitiveness.
Surprisingly, the security sector reform (SSR) literature has largely
ignored this issue. Building cybersecurity defences, governance insti-
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Figure 1: Global Price Tag of Consumer Cybercrime, 2013 (US$113 BN) – Breakdown
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Adapted from: Norton, 2013 Norton Report (Toronto:
Symantec Corporation, 2013).

tutions, and legal instruments in developing
countries to counter and mitigate technologydriven threats like cybercrime has not figured
prominently in the plans of international donors
and aid agencies. Indeed, with a few exceptions, cybersecurity has rarely been explored
by SSR scholars and practitioners, despite the
fact that the ability of developing countries to
adapt and respond to emerging cybersecurity
threats – especially cybercrime – will have a
huge impact on how individuals, businesses,
and states communicate and engage with one
another.
Developing countries account for a small, but
growing portion of cybercrime activity (See
Figure 2). This trend is likely to continue with
the dramatic rise of internet usage in the
developing world from only 8 percent in 2005
to 31 percent in 2013.5 Developing countries
will exert an ever larger impact on the nature of
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Figure 2: Global Price Tag of Consumer Cybercrime,
2013
– By Country
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cybersecurity, both in terms of threats and in
the responses to them.
Kavanagh, Maurer, and Tikk-Ringas point out
that governments are only just starting to get
serious about cybersecurity in the developing
world. As they note, donors are starting to offer
support in key areas, including “reform and
harmonization of legislation; countering crime
and terrorism and the identification and sharing of good practices.”7 It is a potentially major
oversight to ignore this topic, given that an
open and safe Internet is fundamental both to
ensuring and protecting political freedom and
as an engine of future global economic growth.

Yet private and public SSR stakeholders have
only recently begun to formulate strategies,
conduct research, and distribute funding to
support cybersecurity initiatives in developing
countries.
Cybersecurity is only now being considered a
potential part of the SSR framework. The majority of organizations that deal with cybersecurity in an SSR context are either less than five
years old or are older organizations that have
established branches to examine this issue.
Private and public stakeholders are still in the
early stages of formulating strategies, conducting research, and distributing funding to sup-
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port cybersecurity
initiatives within an
SSR framework.
Kavanagh argues
that this delayed response stems from
the difficulty that
development actors
historically have

Table 1: International Organizations and Partnerships Providing
Cybercrime Assistance

had in confronting
traditional criminal
issues: “The development community has been
slow to integrate an
‘organized crimesensitive’ approach
to its programming,
despite a growing
acknowledgement
that organized
crime can have important impacts on
governance and development, and that organized crime and politics
frequently interact to provoke varying degrees of
instability.”8
With this in mind, it should not be surprising that
a rapidly altering technological, geopolitical, and
economic environment has quickly outpaced
SSR stakeholders, forcing them to catch up and
to create new governance frameworks and enforcement mechanisms in response. The num-

ber of institutions that place cybercrime as a
central concern is small but growing (see Table
1), as states and international bodies begin to
take seriously the threat posed by increasingly
organized cyber criminals.
Cybercrime is a highly organized and profitable activity. The United Nations estimates that
upwards of 80 percent of cybercrime originates
in some form of organized activity.10 Yet no uni-
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Figure 3: International and Regional Instruments that Govern the Response to Cybercrime

Source: Camino Kavanagh, Tim Maurer and Eneken Tikk-Ringas, Baseline Review ICT-Related Processes & Events:
Implications for International and Regional Security (Geneva: ICT4Peace Foundation, 2014).

fied legal or political instruments exist to police
and deter those who engage in these criminal activities. Instead a plethora of different
regulatory instruments and regimes exist (see
Figure 3), with many areas of the world lacking
any comprehensive agreement that penalizes
cybercrime.
A comprehensive and global approach that
connects international organizations and aid
groups along with donor countries and developing states is sorely needed in the area of cybersecurity. Tentative steps in this direction are
being taken with the increasing involvement
of developing countries in discussions on how
to best deal with cybercrime, from supporting

certain cybercrime-focused police reforms to
ensuring developing countries have the institutional legislative and justice structures in place
to deal with cyber threats. This is a positive advancement. At the very least, it is an indication
that governance and legal frameworks around
cybersecurity issues are continuing to expand
and mature. However, there is a long way left
to go towards formulating a substantial SSR
strategy to combat cybercrime.
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